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Abstract

Federated learning (FL) faces a fundamental tension between client-
level privacy protection and robustness under heterogeneous clients.
Differential privacy (DP) provides formal privacy guarantees but
is often enforced through repeated noise injection, which can sig-
nificantly degrade utility, while federated distributionally robust
optimization (FDRO) improves robustness by prioritizing hard-to-
fit clients. However, its relation to client-level DP remains unclear.
In this paper, we establish a precise client-level characterization of
when KL-regularized FDRO instantiations coincide with the expo-
nential mechanism (EM), thereby yielding formal client-level DP
guarantees. We further characterize how the privacy parameter
governs the concentration of probability mass around worst-case
clients, revealing a continuous spectrum between uniform averag-
ing and worst-client emphasis. Our results provide a unified per-
spective on privacy and robustness in FL. Experiments on CIFAR-10
federated benchmarks validate our theoretical findings and demon-
strate a robustness trade-off: moderate bias improves worst-client
performance without harming global accuracy, while excessive bias
degrades broader tail robustness.
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1 Introduction

Federated learning (FL) [13, 16] enables collaborative model training
across distributed clients without requiring the sharing of raw data,
making it a natural choice for privacy-sensitive applications such
as mobile devices [9], healthcare [22] and cross-organizational data
analysis [12]. While FL reduces direct data exposure, protecting
client-level information during training remains a fundamental
challenge, particularly under heterogeneous data distributions and
uneven client contributions.

Therefore, to deal with the privacy in FL, differential privacy
(DP) has been proposed and studied as a standard tool for providing
formal privacy guarantees in federated systems [1, 17], typically
through noise injection mechanisms applied to model updates or
aggregation procedures. There are three main ways, i.e., (i) gra-
dient perturbations [7, 17], (ii) output perturbations [23, 29], and
(iii) objective perturbations [25]. However, existing DP-FL meth-
ods often rely on repeated per-iteration perturbations [17, 27, 28],
which can significantly degrade utility and exacerbate the tension
between privacy, robustness, and efficiency in large-scale federated
optimization [12, 28].

This tension becomes particularly pronounced in the presence
of client heterogeneity, where data distributions, sample sizes and
learning difficulties vary significantly across clients. Federated dis-
tributionally robust optimization (FDRO) has recently emerged as
a principled framework for addressing this challenge by explicitly
prioritizing worst-case or hard-to-fit clients. This explicit emphasis
on client-level differences also makes FDRO a natural lens for exam-
ining how privacy mechanisms, particularly those that introduce
randomness at the client level, reshape robustness objectives and
optimization behavior in federated learning.

A natural connection between DP and robustness arises through
the exponential mechanism (EM) [5, 18]. It selects outcomes with
probability biased toward higher utility, where utility typically
reflects per-client losses or risks in federated optimization, while
preserving privacy guarantees [6]. In centralized settings, this EM
has been shown to admit a distributionally robust interpretation
[19, 26], linking privacy constraints to uncertainty sets defined by
divergence measures. In FL settings, however, the utility function
typically decomposes over clients, often reflecting per-client losses
or risks, and the EM induces a nontrivial sampling distribution over
clients rather than a single worst-case choice.
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Our paper: characterize when FDRO
instantiations induce client-level DP (Section 4)

T [A]

KL-regularized DRO < EM = Client-level DP

Known result [2, 4]
reviewed in Section 4.2 Known result[17]

Figure 1: Roadmap of this paper: We analyze the exponen-
tial mechanism (EM) in federated learning by first charac-
terizing its neighborhood mass concentration (Section 4.1),
then interpreting the induced client reweighting as a soft
KL-regularized FDRO objective (Section 4.2), and finally es-
tablishing formal client-level DP guarantees (Section 4.3).

Despite the frequent implicit use of the exponential mechanism
in privacy-preserving FL algorithms, there is currently limited un-
derstanding of (i) how probability mass under the exponential mech-
anism concentrates around the worst-case client and its neighbor-
hood, (ii) how this concentration depends on the privacy parameter
¢, sensitivity 7, and inter-client performance gaps, and (iii) how
these factors shape the effective robustness profile of the resulting
model. This lack of characterization obscures the precise relation-
ship between DP and FDRO in FL settings, and limits our ability to
reason about the trade-offs between privacy strength, robustness
to client heterogeneity and optimization efficiency.

In this paper, we focus on a systematic characterization of EM in
FL settings through the lens of distributionally robust optimization
(DRO). Our goal is to analyze how privacy-induced randomization
reshapes the effective client weighting implicit in KL-regularized
FDRO objectives. We (i) study the concentration behavior of EM
over clients, (ii) quantify how probability mass accumulates around
the worst-case client and its local neighborhood, and (iii) examine
how this behavior varies as a function of the privacy parameter ¢,
sensitivity 7 and inter-client performance gaps. This perspective
reveals that privacy constraints induce a continuous spectrum be-
tween uniform client treatment and worst-case emphasis, which
offers a principled interpretation of privacy-robustness trade-offs in
FL. By clarifying this relationship, our analysis provides conceptual
guidance that may inform the design of more efficient DP-aware
FDRO methods. In particular, it suggests alternatives to repeated
per-iteration perturbations, which we leave as an important direc-
tion for future work. The main contributions of this paper include:

e We provide a client-level, gap-sensitive characterization of
EM in FL, showing when KL-regularized FDRO induces for-
mal client-level DP guarantees.

e We characterize how probability mass under EM concen-
trates around the worst client and its loss-gap—based neigh-
borhood, explicitly quantifying the dependence on the pri-
vacy parameter ¢, sensitivity 7, and inter-client loss gaps, and
revealing a continuous spectrum between uniform averaging
and worst-client emphasis.

e We interpret EM as inducing a soft gap-sensitive FDRO ob-
jective that smoothly interpolates between average-risk min-
imization and worst-client optimization.
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e We prove pure (¢, 0) client-level DP guarantees for EM-based
client selection and analyze how practical loss approximation
leads to a controlled degradation of the privacy guarantee.

e Experiments on CIFAR-10 federated benchmarks validate the
predicted privacy-robustness trade-off, showing that moder-
ate bias improves worst-client performance without harming
global accuracy, while excessive bias degrades tail robust-
ness.

2 Related Work

FL with Heterogeneous Clients. FL enables collaborative model
training across decentralized edge devices without exchanging raw
data [16]. While the foundational FedAvg algorithm performs well
in IID settings, its performance degrades significantly under sta-
tistical heterogeneity (non-IID data) [12, 15]. To address this issue,
some approaches adopt distributionally robust optimization (DRO)
at the client level to adaptively adjust aggregation weights and
improve worst-case performance and fairness [3, 8, 11]. However,
these methods primarily focus on optimization utility and typically
overlook formal privacy guarantees.

Differential Privacy (DP). DP has emerged as the dominant formal
framework for limiting information leakage in FL [1, 17]. Most DP-
FL methods enforce privacy by adding carefully calibrated noise to
client updates or to the aggregated global model, thereby bounding
the influence of any single data record or client [17, 27, 28]. However,
such noise-based mechanisms often lead to significant performance
degradation in heterogeneous (non-IID) environments.

Exponential Mechanism (EM). The Exponential Mechanism (EM)
[18] is a fundamental DP algorithm for selecting a high-utility out-
come while preserving privacy. Instead of adding additive noise (as
in Laplace or Gaussian mechanisms), EM samples outcomes from a
probability distribution proportional to a utility function. Impor-
tantly, EM has been shown to be equivalent to solving a risk mini-
mization problem with KL-regularization [19]. This interpretation
establishes a natural link between privacy and robustness: entropy
regularization prevents the mechanism from over-concentrating
on any single data point (ensuring privacy), while still favoring
high-utility outcomes (promoting robustness).

Distributionally Robust Optimization (DRO). DRO seeks mod-
els that perform well under the worst-case distribution within a
prescribed uncertainty set [20, 21, 24]. In the context of FL, feder-
ated and DRO methods address client heterogeneity by optimizing
for the worst-case client or group to improve generalization and
fairness [3, 8, 11, 20]. These frameworks frequently employ mecha-
nisms such as KL-regularization or Conditional Value at Risk (CVaR)
constraints. In particular, DRO with KL-regularization is equivalent
to a log-sum-exp formulation [8]. However, standard DRO frame-
works do not inherently provide formal privacy guarantees and
may inadvertently overemphasize or memorize outlying clients.

Bridging the Gap: DP and DRO in FL. There exists a fundamental
tension between DRO and DP. Because DRO tends to emphasize
hard or outlying samples to improve worst-case performance, while
DP limits the influence of any single data point or client to ensure
stability and privacy [17]. Recent theoretical studies have revealed
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a deep connection between these two paradigms: in particular, KL-
regularized DRO has been shown to be mathematically equivalent
to the EM in DP [19].

Despite this elegant duality, its algorithmic implications have so
far been only lightly explored in the context of FL, where existing
methods typically treat robustness to non-IID data and privacy
protection as separate objectives. This suggests an opportunity to
develop FL algorithms that explicitly leverage the DP-DRO con-
nection to jointly address statistical heterogeneity and privacy,
potentially reducing the reliance on aggressive noise injection that
often leads to substantial utility loss.

3 Notations and Problem Setup
3.1 Notations for Federated Client Model

We consider a standard FL setting with a fixed population of n
clients, indexed by 7 = {1,2, ..., n}. Each client i € 7 is associated
with a local data distribution, denoted by D; over the input-output
space X X Y. Let £(0;x,y) denote a per-sample loss function pa-
rameterized by a model § € ® € R?. Denote by Simplex,, := {q €
RY : 3%, qi = 1} the probability simplex over n elements.

Client-Level Loss. For a fixed model parameter 6, the population
risk of client i is defined as

Li(0) = E(x,y)~p, [£(0;x,y)].

Throughout this work, we adopt a client-level abstraction: for a
given 0, each client is represented solely by its scalar loss value
L;(0). When the dependence on @ is clear from context, we write
L; for brevity. This abstraction reduces the federated system to
a finite set of scalar losses {L;}};, and meanwhile isolates the
effect of client heterogeneity and allows us to analyze how privacy
mechanisms act directly on client-level quantities, independently
of the underlying optimization dynamics.

Worst Client and Client Loss Gaps. To quantify client heterogene-
ity in a way compatible with randomized mechanism, we define the
worst-case client w.r.t. loss as i* € arg max;e 7 L;. Then, to quantify
the client heterogeneity relative to the worst case, we define the
client loss gap for each client i as A; := L — L; > 0. In particular,
the minimum non-zero gap is defined as Ap;n := min;z;+ A;, which
captures how sharply separated the worst client from the rest of the
population. These gap quantities will play a central role in charac-
terizing how probability mass concentrates under privacy-induced
randomization mechanisms.

3.2 Exponential Mechanism Over Clients

We now introduce the exponential mechanism (EM) as a client-level
randomization mechanism acting directly on the set of federated
clients.

Client-level Scoring Function. Given a fixed model parameter 0,
recall that each client i € 7 is represented by its loss value L;(6).
We define a client-level score function s; := L;, so that higher
scores correspond to larger losses. We assume the score function
has bounded sensitivity 7, i.e., maxs.gs’ [s;(S) — 5;(S")| < 7, where
S and S’ are two local datasets of client i of size m that differ in
at most one sample, and S consists of samples drawn from the
client distribution 9;. This choice of score function is standard in
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EM-based constructions [18], and allows the mechanism to favor
high-loss (i.e., worst-case) clients through appropriate scaling.

Exponential Mechanism over Clients. For a privacy parameter
& > 0, the EM induces a probability distribution over clients given
by
-si/(2 -Li/(2
(o) = SRESIED)__ep(eLif@) o
j=1 exp(e - 5;/(21))) j=1 exp(e - L;j/(21))
1)

where 7 denotes the sensitivity parameter. We denote by p(¢) =
(p1(€), ..., pn(€)) the resulting client distribution. The EM defines
a soft reweighting over clients, where the relative importance of
client i depends exponentially on its loss value L;. By defining the
log-partition function

n

Z(e) = ) exp(eL;/(20)), Y(e) = log(Z(€)),

j=1
the induced distribution can be written compactly as
pi(e) = exp(eli/ (27) = Y (¢)).

Relative Weighting and Pairwise Ratios. A key property of the
EM is that relative probabilities depend only on loss gaps. For any
two clients i, j € 7,

i€
PO e (e(Li - L)/ (22)) = exple(A; — A/ (22)).
pje)
In particular, relative to the worst client i*, we have
PO (—enif(20)), i e T, @)
pi (e)

which shows that the entire client distribution is determined by the
set of loss gaps {A;}, and the privacy parameter «.

Client-Level DP.. We adopt the standard notion of client-level
DP in FL. Let S = (Sy,...,S,) and S’ = (S, ...,S;,) be two neigh-
boring federated datasets that differ in exactly one client dataset,
i.e., there exists an index i such that S; # S} and S; = S}’. forall j #i.
A randomized mechanism M is said to satisfy (¢, §)-client-level
differential privacy if for all such neighboring datasets and for all
measurable events O in the output space,

Pr[M(S) € O] < e Pr[M(S’) € O] +6.
In this paper, we primarily focus on pure (¢, 0)-DP guarantees.

Score Clipping. To ensure bounded sensitivity of the client-level
score function required by EM, we apply clipping to the client loss.
Specifically, given a clipping threshold C > 0, we define the clipped
client loss as

Li(6) := clip(L;(0), -C, C),
so that |L;(8)| < C holds for all clients. This clipping operation is
introduced solely to control the sensitivity of the score function for
the DP analysis.

3.3 Neighborhood of Worst Client

To analyze how probability mass induced by EM concentrates
around the worst-case client, we introduce a notion of neighbor-
hood in the client space, defined in terms of loss gaps.
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Loss-Gap—Based Neighborhoods. For any threshold § > 0, we
define the §-neighborhood of the worst client as

N@G)={iel:A <5}

By construction, i* € N(§) for all § > 0, and the neighborhoods
are nested:

61 <8, = N(51) c N((Sz)

The set N (§) consists of clients whose losses are within § of the
worst-case loss. This notion of neighborhood captures client-level
similarity relative to the worst client. It is agnostic to the underlying
data representation and optimization dynamics.

Neighborhood Cardinality and Heterogeneity. Let N(6) := [N (5)|.
The growth of N(§) as  increases provides a coarse characteriza-
tion of client heterogeneity: small N(J) indicates a sharply sepa-
rated worst client, while large N (J) reflects the presence of many
near-worst clients. This quantity will play a key role in analyzing
probability mass concentration under the exponential mechanism.

Neighborhood Mass. Given the client distribution p(e¢) induced
by EM, we define the probability mass assigned to N (J) as:

PAN() = Y pile). 3
iEN(S)
This quantity measures how much probability mass the EM assigns
to clients whose losses are within § of the worst case.

Using the representation p;(¢) oc exp(—eA;/(27)) as in (2), the
neighborhood mass depends only on the set of loss gaps {A;} and
the privacy parameter ¢. Characterizing the behavior of P.(N(5))
as a function of (¢, §) and the gap structure will be the central focus
of our analysis in Section 4.

4 Proposed Framework: DP via KL-FDRO

In this section, we first explicitly characterize the probability mass
induced by EM (1) with N'(8) (Section 4.1). Then, based on this
characterization, we re-interpret EM over clients as an in-effect
FDRO problem (Section 4.2). Finally, we show that solving FDRO
(or equivalently EM) guarantees the DP property (Section 4.3). We
also present an illustrative instantiation algorithm in Algorithm 1.

4.1 Neighborhood Mass Concentration

We begin by characterizing how EM (1) induces a continuous spec-
trum of client emphasis, which concentrates around the worst client
(and its neighbors) and ranges from uniform weighting to worst-
client dominance, as the privacy parameter ¢ varies.

PRrOPOSITION 4.1. (Neighborhood mass concentration) Let P. (N (5))
and p; (&) be defined as in (3) and (1), respectively. The total probability
mass assigned to the neighborhood N (§) satisfies

Zin;<s exp(—eli/(27))
€ 6)) = i = — .
P(N(8)) ie;@p (©) = 5 (e, 20)

Moreover, the following bounds hold:
N(9) exp(—€d/(27))
N©) + (- N exp(—-edfzny = M)
- N(6)
T N(8) exp(—€8/(21)) + (n — N(8)) exp(—Amax/ (27))’
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where Ay = max;c 7 A;.

Proof Sketch. Using the representation in (2), we have p;(¢) «
exp(—¢eA;/(27)). Summing over all i € N(J) yields

Yin;<s €xp(—eh;/(21))
;-’:1 exp(—¢eA;/(27))

For the lower bound, we use A; < 6 forall i € N(5) and A; > 6 for
all j ¢ N(6). For the upper bound, we additionally use A; < Apax
for all j. The stated bounds then follow by elementary comparison
of the numerator and denominator.

Proposition 4.1 provides a non-asymptotic characterization of
the client sampling distribution induced by the exponential mecha-
nism for finite ¢, explicitly in terms of the loss-gap structure. These
results reveal that EM does not induce a binary transition between
average-case and worst-case learning, but instead a graded spec-
trum of robustness profiles, where probability mass is progres-
sively redistributed from the global population toward increasingly
smaller neighborhoods around the worst client.

Proposition 4.1 shows that neighborhood mass concentration
under EM is governed by three interacting factors: (i) Privacy pa-
rameter ¢ controls the sharpness of concentration via exponential
scaling; (ii) Neighborhood size N (§) captures how many near-worst
clients compete for probability mass; (iii) Client loss gaps Amax
quantify the heterogeneity of the client population.

In particular, as ¢ increases, probability mass concentrates in-
creasingly on the worst client and its immediate neighborhood, but
the rate and extent of this concentration depend critically on the
loss-gap structure rather than on the number of clients alone.

We now formalize how the exponential mechanism interpolates
between uniform client weighting and worst-client selection as the

P(N(9)) =

privacy parameter ¢ varies.

COROLLARY 4.2. (Uniform-to-worst interpolation) Assume the worst
client is unique, i.e., Apmin > 0. The following limits hold:
1. Uniform regime, lim,_,o p;(¢) = 1/n,Vie I.
2. Worst-client regime, lim,_,co pi= (€) = 1, lime,c0pi(€) =0, Vi # i*.
Moreover, for any € > 0, the mapping ¢ — p;+(¢) is continuous and
strictly increasing.

Proof Sketch. As ¢ — 0, we have exp(eL;/(27)) — 1 for all i,
and thus p;(¢) — 1/n. As ¢ — oo, since the worst client is unique
(Amin > 0), all other terms exp(—e¢A;/(27)) vanish exponentially,
implying pi+(¢) — 1 and p;(e) — 0 for i # i*. Continuity and
monotonicity of p; (¢) follow directly from the log-sum-exp form
of the normalization.

Quantitative Interpolation Rate. Beyond asymptotic regimes, Propo-
sition 4.1 implies a quantitative interpolation behavior. In partic-
ular, for any £ > 0, p;(¢) = 1/(1 + X4+ exp(—eA;/(27))). This
expression highlights that, when the minimum gap Apy is large,
concentration on the worst client occurs rapidly as ¢ increases.
When many clients have small gaps, probability mass spreads over
a neighborhood rather than collapsing immediately. Corollary 4.2
formalizes the uniform-to-worst spectrum induced by EM in FL: (i)
Uniform client averaging ¢ — 0 is commonly used in standard FL.
Worst-client selection ¢ — oo is reminiscent of deterministic FDRO.
Importantly, intermediate values of ¢ do not correspond to either
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extreme, but instead induce a soft worst-client focus, with probabil-
ity mass distributed across near-worst clients in a gap-dependent
manner. Overall, Section 4.1 shows that EM induces a continuous
spectrum of client emphasis, instead of a discrete choice between
uniform averaging and worst-case optimization.

4.2 EM as Implicit Client Reweighting

The results in Sections 4.1 suggest that when applied at the client
level, EM induces a structured redistribution of importance across
clients. In this section, we reinterpret this effect as an implicit client
reweighting mechanism, rather than as additive noise or random
perturbation.

From Randomization to Reweighting. The distribution p(¢), de-
pending on 6 through L;(6), can be equivalently viewed as defining
a set of adaptive mixture weights over clients, where the contribu-
tion of each client is modulated by its loss value. Unlike uniform
averaging, these weights are loss-dependent and vary continuously
with the privacy parameter ¢. Under this view, EM does not merely
introduce randomness; it reshapes the effective objective by empha-
sizing high-loss (i.e., worst-case) clients in a controlled, probabilistic
manner.

Under this reweighting view, a natural question is how the EM-
induced client distribution translates into an effective optimization
objective. In particular, as the privacy parameter ¢ increases, does
EM recover a worst-client objective akin to FDRO, or does it in-
duce a fundamentally different form of robustness? The following
proposition makes this connection explicit at the objective level.

ProrosITION 4.3. (EM-induced soft worst-client objective) Con-
sider the EM-weighted average loss

n
Len(032) := ) pi(e;0)Li(0), pi(e;0) o< exp(eLi(6)/(20)).
i=1
Then, as ¢ increases, Lgy(0; €) monotonically approaches max; L; (),
with the interpolation rate governed by client loss gaps {A;(6)}.

Proof Sketch. By definition,

LEM(9;€)=;pi(s;9)Li(9)=V5 %log;exp(sLi(Q)/(Zr)) .

As ¢ increases, the log-sum-exp term increasingly concentrates on
the largest loss value, implying that Lgy(6; €) converges monotoni-
cally to max; L;(6). The convergence rate is governed by the client
loss gaps {A;(6)}.

This result is standard in log-sum-exp analysis and is included
here to clarify how EM-induced reweighting realizes a soft form of
federated DRO [4].

Comparison with Deterministic Federated DRO. Deterministic fed-
erated DRO methods typically focus on minimizing a worst-case or
adversarially reweighted client loss, often corresponding to

n
max L; or sup qiLi,
iel q€Q 5
for some uncertainty set Q C Simplex,,, e.g., KL-ball around uni-
form. Such formulations focus exclusively on the extreme clients
permitted by Q, and the resulting objective depends only on the
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maximal attainable risk, instead of on the full profile of relative loss
gaps among clients.

In contrast, the EM induces a soft and gap-sensitive alternative
that admits an exact variational characterization in terms of a KL-
regularized DRO problem. Specifically, for fixed model parameter
0, the log-sum-exp objective admits the following KL-regularized
DRO representation:

n

2t
sup Z qiLi — —KL(ql|w),
geSimplex,, 7= £
)

where u denotes the uniform distribution over clients. Due to the
strict convexity of the KL regularizer, the optimal solution ¢* to
this problem coincides exactly with the exponential-mechanism
sampling distribution p(¢). This variational representation is well
known in DRO with KL-divergence uncertainty sets [2, 4]. It high-
lights a fundamental distinction between deterministic federated
DRO and the exponential-mechanism-based approach: while deter-
ministic DRO emphasizes worst-case clients through hard uncer-
tainty sets, the exponential mechanism realizes a regularized DRO
that smoothly interpolates between average-risk minimization and
worst-case robustness, with the privacy parameter ¢ controlling the
strength of this bias via a KL divergence penalty.

%log(% Z exp(eLi/(21))) =

Bias—Privacy Tradeoff. From the reweighting perspective, the
privacy parameter ¢ admits a natural interpretation as a bias con-
trol parameter. For small ¢, weights are nearly uniform, leading
to minimal bias toward any specific client. For large ¢, weights
concentrate on the worst client and its immediate neighborhood,
inducing a strong robustness bias.

Importantly, this bias is structured, rather than arbitrary: Propo-
sition 4.1 shows that it depends explicitly on client loss gaps rather
than on the number of clients alone. This observation highlights a
previously underexplored aspect of privacy mechanisms, i.e., even
when introduced for privacy protection, they can systematically
reshape the optimization landscape.

Relation to Noise-Based DP Mechanisms. Traditional differentially
private FL algorithms enforce privacy by injecting noise at each
iteration or aggregation step. Such noise is often treated as an
optimization artifact whose primary effect is to degrade utility. In
contrast, EM studied in this paper induces a structured and loss-
dependent sampling bias at the client level, which corresponds
to a FDRO-type objective in terms of effective client weighting
and gradient aggregation. Instead of perturbing gradients or model
updates, it alters which clients are emphasized in the learning
process. This distinction suggests that privacy mechanisms may
influence learning behavior not only through variance inflation,
but also through implicit prioritization of certain clients.

An Illustrative Instantiation of the EM Algorithm. While this paper
primarily focuses on the theoretical characterization of EM-induced
robustness in FL, it is instructive to see how the above perspective
can be instantiated in a concrete federated optimization procedure.
To this end, Algorithm 1 presents a simple example of an EM-
based FDRO framework, where EM is used to induce client-level
reweighting during training. We emphasize that Algorithm 1 is
not meant to be an optimized or complete algorithmic solution,



Conference acronym 'XX, June 03-05, 2018, Woodstock, NY

Algorithm 1 A minimal instantiation of EM-induced client
reweighting under the FDRO perspective

Require: model 6y, privacy budget ¢, learning rate ;, number of
selected clients m, sensitivity bound .
1: fort=0,..,T —1do
2:  Broadcast model: server sends 6; to all clients.
3. Each client i computes its client-level loss

Li(0;) = E(x,y)~p; [€(0r; %, y)],

or its empirical estimate I:i(H,) on a batch By ;

4. Server samples a subset of clients C; of size m according to
the EM probability p! (¢; 6;) as in (1)

5. Each selected client i € C; computes a local update g; ;(6;),
e.g., a stochastic gradient

6:  Server updates the model:

Ore1 =0, — 1y Z gi,t(et)~
ieCy
7: end for
8: return Or

but rather a minimal instantiation that illustrates how EM-induced
reweighting can be integrated into standard FL pipelines. While
Algorithm 1 abstracts away many implementation details of local
training, the clipping operation is introduced solely to bound the
sensitivity of the client-level score for the DP analysis in Section
4.3, and is not intrinsic to the FDRO interpretation itself.

4.3 Client-Level DP via FDRO

To study the client-level DP property, we consider a client-level
adjacency relation standard in federated learning: two federated
datasets S = (Sy, ..., Sp) and S” = (S7, ..., S},) are said to be neighbor-
ing if they differ in exactly one client dataset, i.e., there exists an
index i such that S; # S} and S; = S/ for all j # i. Our goal is to
ensure differential privacy with respect to this adjacency notion.
This means that the observable behavior of the algorithm, i.e., most
notably the client selection and weighting induced by the expo-
nential mechanism, does not change significantly when a single
client’s dataset is modified or replaced.

We analyze the client-level DP of the EM-based client selection
step used in Algorithm 1, which constitutes the core source of
randomness and privacy protection in this instantiation.

ProrosiTION 4.4. (Client-level DP via EM-FDRO) Consider the
client-level score function s;(S) = Li(6,), where L; is a clipped client
loss satisfying |L;| < C. Under the client-level adjacency relation
defined above, assume the score sensitivity is upper bounded by v <
7o. Then, in each round t, the EM that samples clients according to
pi o< exp(esi(S)/(2m)), as in (1), satisfies (¢,0)-DP w.r.t. the client
datasets S.

Moreover, over T rounds, basic composition yields (Te, 0)-DP for
the sequence of client selections.

Proof Sketch. Under the assumed clipping, the client-level score
function s;(S) = L;(6,) has sensitivity at most 7, with respect to
the client-level adjacency relation. By the standard guarantee of
the exponential mechanism [6, 18], sampling clients according to
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pi o exp(esi/(219)) satisfies (&, 0)-DP for each round. The multi-
round guarantee follows directly from basic composition.

In practice, the exact client loss L; (6;) may not be available due to
stochastic estimation, mini-batching or communication constraints
[16]. This leads to an approximate implementation of the EM, whose
privacy implications we now characterize in the following Lemma
4.5 and Corollary 4.6.

In practice, the exact losses may be unavailable, yielding an
approximate EM implementation. We next quantify how loss ap-
proximation error degrades the per-round DP guarantee. Specifi-
cally, let the implemented loss of L;(6;) be Li(6;) = Li(6;) + el for
lef| < v, Vi, where €! is the approximation error and v is the upper
bound of such approximation error.

LEmMMA 4.5. (Approximate EM implies approximate sampling dis-
tribution) Let p be the ideal EM distribution using L;, and p be the
implemented EM distribution using L;. Then for any i, the following
inequalities hold:

exp(—y:) < % <exp(y:), withy; := %

Equivalently, p is within a multiplicative factor exp(+y;) of the correct
distribution p.

Proof Sketch. The approximation error perturbs the exponent
of each term in the EM distribution by at most ¢v/(27). Taking
ratios between the ideal and implemented distributions yields a
multiplicative distortion bounded by exp(=xy;), where y; = ev/(27).

COROLLARY 4.6. (Approximate EM implies degraded DP) If the
correct per-round EM selection is e-DP, and the implemented selection
distribution has multiplicative distortion exp(+y;), then the imple-
mented selection is (¢ + 2y, 0)-DP.

Proof Sketch. A multiplicative distortion of exp(+y;) in the out-
put distribution corresponds to an additive increase of 2y, in the
privacy parameter under pure DP. The result follows by standard ar-
guments on approximate implementations of differentially private
mechanisms.

This result shows that implementation errors in client scoring
translate linearly into privacy degradation. Importantly, the degra-
dation depends on the score approximation error, instead of on the
number of clients. This highlights the robustness of EM-based DP
guarantees under practical approximations.

5 Experiments

The goal of this experiment is to empirically validate whether
EM-inspired client sampling, which is originally designed to guaran-
tee DP, can serve as a controllable robustness knob in FL at the same
time. In particular, we aim to study how the privacy parameter ¢
modulates the concentration of client selection, and how such bias
toward higher-loss (hard-to-fit) clients affects both global utility
and tail-client performance under heterogeneous data distributions.

Therefore, the experiment is designed to examine the trade-offs
induced by biased client sampling (from EM), including (i) changes
in optimization dynamics, (ii) robustness to data heterogeneity and
(iii) performance on underrepresented clients. We may not necessar-
ily examine and observe any unconditional accuracy improvements.



Client-Level Differential Privacy via
Federated Distributionally Robust Optimization

5.1 Experiment Setup

Model and Dataset. We consider a standard federated image clas-
sification benchmark using CIFAR-10 [14] with a ResNet-18 model
[10]. The convolutional stem is modified to match CIFAR resolution
(kernel size 3 x 3, stride 1, no max pooling), while the rest of the
backbone architecture follows the standard ResNet-18 design.

The federated system consists of 25 clients, each holding a non-
IID subset of the training data generated via a Dirichlet partition
with concentration parameter & = 0.3, inducing moderate label
skew across clients. Each client holds about 2,000 samples with
comparable local dataset sizes. Statistical heterogeneity is intro-
duced via Dirichlet label-skew partitioning (¢ = 0.3), and each
client further reserves 10% of its local data as a validation set. At
each communication round, 20 clients are selected to participate
in training, each performing 2 local epochs of SGD with batch size
256, learning rate 0.05, momentum 0.9, and weight decay 5 X 1074,
The global model is evaluated on the centralized CIFAR-10 test set
after every round.

EM Sampling over Clients. Client selection is performed using
an EM-style distribution:

pi o< exp(eL{™/(20)),

where L;’al denotes the most recently observed validation loss of
client i (analogous to L; defined in Section 3.1), 7 is the sensitivity
parameter of EM, and ¢ controls the degree of sampling bias. In
our experiment, we fix ¢ = 1 for simplicity, while we compare
e ={0, 2,4}, where ¢ = 0 corresponds to the uniform client sampling
and reduces to FedAvg [16] baseline.

Evaluation Metrics. We report the following metrics to capture
both utility and robustness:

o Global test accuracy on the centralized CIFAR-10 test set.

e Worst client accuracy, to measure performance on hardest
or most underrepresented client.

o Tail client accuracy, defined as the 10th percentile of per-
client validation accuracy, to measure performance on harder
or underrepresented clients.

e Sampling concentration, measured by the maximum selec-
tion probability pmay, and the top-k probability mass, to quan-
tify how strongly client selection departs from uniformity
as ¢ increases.

To mitigate stochasticity induced by non-IID data partitioning
and stochastic optimization, we emphasize trajectory-level behavior
rather than single-round or peak performance. Accordingly, all
metrics shown in Figure 3 are computed by averaging per-round
values over the entire training trajectory and then aggregated across
4 random seeds, while we provide results on a seed in Figure 2. This
protocol yields a stable and reproducible comparison of client-level
performance under different sampling mechanisms.

5.2 Experiment Results

5.2.1 Learning Dynamics on a Random Run. Figure 2 shows the
four evaluation metrics with a random seed using a moving-average
aggregation over a window size of 5 rounds (totally 30 rounds). Our
observations are as follows.
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Figure 2: Results on a run during the entire learning dynam-
ics (30 rounds). Top left: global (unconditional) test accuracy.
Top right: worst client accuracy. Bottom left: tail client ac-
curacy. Bottom right: maximum selection probability pp.y
of EM. We draw three observations: (i) appropriate ¢ = 2
achieves the best global test accuracy, though there are not
very significant gaps among all three options of ¢. (ii) worst
and tail client test accuracy both demonstrates that ¢ = 2
improves the robustness with a significant margin compared
to other two baselines. (iii) the py. verifies that a larger ¢
makes the sampling mass probability more concentrated on
the worst client.

(1). Figure 2 (top-left) shows that EM-based client sampling pre-
serves stable global convergence across all ¢ = {0, 2,4} values.
Notably, intermediate bias (¢ = 2) achieves comparable or slightly
higher global accuracy than uniform sampling (¢ = 0), while ex-
cessive bias (¢ = 4) does not yield further gains. This behavior is
consistent with our theoretical analysis in Section 4.1 and 4.2, which
predicts that intermediate ¢ values induce a soft worst-client empha-
sis rather than collapsing onto a single client. Such soft reweighting
can improve robustness without significantly sacrificing global
generalization.

(2). Figure 2 (top-right and bottom-left) demonstrates substan-
tial improvements in worst-client and tail-client accuracy under
moderate EM bias (¢ = 2). Compared to uniform sampling, EM
increases the participation frequency of high-loss clients and their
near-worst neighbors, which aligns with the neighborhood mass
concentration behavior characterized in Proposition 4.1. Impor-
tantly, the performance gains are not limited to a single extreme
client, but extend to a broader set of near-worst clients, supporting
our claim that EM induces a gap-sensitive robustness profile rather
than a hard worst-client focus.

(3). Figure 2 (bottom-right) reports the maximum client selection
probability pmayx, which serves as an empirical proxy for sampling
concentration. As ¢ increases, € grows smoothly from approximately
1/n toward larger values, confirming the continuous interpolation
behavior predicted by Corollary 4.2. Crucially, the increase in pmyax
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Figure 3: Results averaged over 4 runs. Top-left: global test
accuracy. Top-right: worst-client accuracy. Bottom-left: tail-
client accuracy (10th percentile). Bottom-right: maximum
selection probability p.,,x of EM. For each seed, per-round
trajectories are first smoothed using a moving average with
window size 5, and shaded regions indicate one standard de-
viation across seeds. As the privacy parameter ¢ increases,
client sampling becomes progressively more concentrated
(larger pmax). Moderate bias (¢ = 2) consistently improves
worst-client performance without harming global accuracy,
while excessive bias (¢ = 4) leads to over-concentration and
degraded robustness. Notably, tail-client performance does
not monotonically improve with ¢, highlighting a trade-off
between extreme worst-client emphasis and broader tail ro-
bustness.

is gradual rather than abrupt, indicating that EM does not immedi-
ately collapse onto a single worst client, but instead redistributes
probability mass over a neighborhood of high-loss clients.

5.2.2 Learning Dynamics over Multiple Runs. To assess the robust-
ness of the observed trends, we aggregate results over 4 independent
random seeds. Figure 3 reports the mean trajectories with standard
deviation bands across seeds for all evaluation metrics.

(1). Figure 3 (top-left) shows that EM-based client sampling pre-
serves stable global convergence across all ¢ € {0,2,4}. Similar
to the single-run behavior in Figure 2, intermediate bias (¢ = 2)
achieves comparable or slightly higher global test accuracy than
uniform sampling (¢ = 0), while excessive bias (¢ = 4) does not yield
further gains. This confirms that EM-induced reweighting does not
compromise overall utility under moderate bias.

(2). Figure 3 (top-right) demonstrates that moderate EM bias
(¢ = 2) consistently achieves the highest worst-client accuracy
across seeds, particularly in later training rounds. This indicates
that mildly prioritizing high-loss clients can robustly improve per-
formance on the single most challenging client, aligning with the
neighborhood mass concentration behavior characterized in Propo-
sition 4.1. In contrast, Figure 3 (bottom-left) shows that tail-client
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accuracy (10th percentile) exhibits a different trend. Uniform sam-
pling (e = 0) achieves the best tail performance on average, while
& = 2 remains competitive but does not uniformly outperform Fe-
dAvg. Aggressive bias (¢ = 4) leads to degraded tail performance.
These results suggest that EM primarily benefits the extreme worst
client, while excessive concentration may reduce coverage over a
broader set of near-worst clients.

(3). Figure 3 (bottom-right) reports the maximum client selec-
tion probability pmax as an empirical proxy for sampling concen-
tration. As ¢ increases, pmax grows smoothly from approximately
1/n toward larger values, confirming the continuous interpolation
behavior predicted by Corollary 4.2. Importantly, the increase in
Pmax is gradual rather than abrupt, indicating that EM redistributes
probability mass over a neighborhood of high-loss clients instead
of immediately collapsing onto a single worst client.

Overall, the multi-run results in Figure 3 reinforce our central
finding: EM induces a controllable spectrum of robustness behaviors
governed by the privacy parameter ¢. While moderate bias can con-
sistently improve worst-client performance without harming global
accuracy, stronger bias leads to over-concentration and diminished
tail robustness, highlighting an inherent trade-off between extreme
worst-client emphasis and broader client-level fairness.

6 Conclusion

In this paper, we established a principled connection between client-
level DP and FDRO through EM. By analyzing the concentration
behavior of EM over heterogeneous clients, we showed that privacy-
induced randomization yields a continuous and gap-dependent
spectrum of robustness profiles controlled by the privacy parame-
ter e. This perspective clarifies how privacy constraints implicitly
reshape client weighting and robustness in FL. Empirical results on
CIFAR-10 federated benchmarks illustrate this trade-off, showing
that moderate privacy bias can improve worst-client performance
without harming global utility, while excessive concentration de-
grades broader tail robustness. Our findings provide a unified view
of privacy and robustness in FL and suggest new directions for
designing DP-aware FL optimization methods beyond noise-based
perturbations.
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